NETSCOUT

KEY FEATURES & BENEFITS

Always On, In-Line, DDoS Protection

Out of the box, on-premise protection against
volumetric, state-exhaustion and application-
layer DDoS attacks.

Inbound and Outbound Protection

Stop in-bound DDoS attacks and out-bound
malicious activity from compromised internal
hosts.

Intelligently Automated
Cloud Signaling
When needed, signal upstream to Arbor

Cloud (or your ISP) to stop large attacks that
will overwhelm your on-premises protection.

Embedded SSL Inspection
Stop DDoS attacks hidden in encrypted traffic.

Managed APS (mAPS) Service

Rely upon the industry leading expertise of
Arbor Networks to manage your on-premise
Arbor APS products and optimize your DDoS
protection.

Support for Virtual & Hybrid-Cloud
Environments

VAPS is a virtual version of the APS appliance
that can be run in your private virtual
environment or in Amazon Web Services
(AWS), providing unified protection for your
hybrid-cloud environment.

ATLAS Intelligence Feed

Protection that is continuously updated with
the latest global threat intelligence from
Arbor’s Security Engineering & Response
Team (ASERT).

Support for IPv6
Detect and stop both IPv4 and IPv6 attacks.
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Arbor APS

Always On, In-Line, Intelligently Automated
DDoS Protection

As your dependency for internet access and online applications and services increases, so
too does the risk of Distributed Denial of Service (DDoS) attacks. In NETSCOUT® Arbor’s latest
Worldwide Infrastructure Security Report (WISR), respondents reported an increase in the size,
frequency and complexity of DDoS attacks from previous years.

The Arbor portfolio of DDoS attack protection solutions tackles these advanced threats head-
on by providing you a complete view of network activities for fast remediation and expert-

level blocking. Arbor® APS helps protect business continuity and availability from the growing
constellation of DDoS attacks and other advanced threats. It provides the world's most advanced
and sophisticated attack detection and mitigation technology in an easy-to-deploy platform
designed to automatically neutralize IPv4 and IPv6 attacks beforethey impact critical applications
and services.

With the ATLAS® Intelligence Feed, real-time updates containing actionable intelligence on DDoS
and advanced threats can help prevent an attack from impacting your networks or services.
Such capabilities are:

DDoS protection from active botnets

DDosS protection from active DDoS campaigns based on IP reputation
+ Advanced web crawler service

GeolP tracking

Domain and IP reputation to block threats

Arbor APS enhances your overall protection by using Cloud Signaling™ to intelligently and
automatically connect local protection with cloud-based DDoS services. With Cloud Signaling,
APS automatically alerts upstream service providers, such as your ISP or Arbor CloudSM, when
larger attacks threaten availability. This allows for a faster time to mitigate attacks.

In-cloud, volumetric Intelligently automated
attack protection
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Figure 1: The fully integrated combination of 1) APS on premises for always on, in-line
protection against application-layer attacks; 2) Intelligent Cloud Signaling to 3) Arbor Cloud
to stop the larger attacks — 4) all continuously armed with the global threat intelligence of
ATLAS/ASERT — offers the most comprehensive DDoS protection solution in the industry.
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Arbor APS Platforms

Features
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Arbor APS Console 7000 Appliance
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Virtual APS

N ETSCO UT Corporate Headquarters Sales Information Product Support
® NETSCOUT Systems, Inc. Toll Free US: 800-309-4804 Toll Free US: 888-357-7667
Westford, MA 01886-4105 (International numbers below) (International numbers below)

Phone: +1 978-614-4000
www.netscout.com

NETSCOUT offers sales, support, and services in over 32 countries. Global addresses, and international numbers are
listed on the NETSCOUT website at: www.netscout.com/company/contact-us
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